YES Money Program

e-KYC BioMetric Software

Installation Manual



Introduction

This manual provides detailed description and steps of e-KYC Biometric software
installation.

Hardware & Software Requirements

¢ Operating System - Windows XP and above

¢ RAM - 1GB and above

e USB Port - At least one USB port should be enabled on computer

¢ JRE - Latest Java Runtime Engine (JRE) should be installed on computer. It
should be installed before installing Biometric software on computer.

Biometric Software Installation Steps

1. Download the biometric software using link “e KYC driver download”, this link
is available on homepage of BC Agent portal.
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2. After downloading the biometric software (zip file), unzip this zip file into any
drive on computer (not on C drive).

@U'| . v Computer » Local Disk (E) » e-KYCSDKwv31l » e-KYCSDKwv3115 » - | ¢,| | Search e-KYC SDK v3.1.. 0 [
Organize » Open Print Burn MNew folder Bz » [ @
»
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I e-KYC_SDK Install.bat 7/4/2015 4:21 PM Windows Batch File 3 I{Bi
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3. Please ensure that Java is installed in the computer. If not, please install same
using file “jre-7u55-windows-i586.exe”.
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4. Now, please ensure that eKYC biometric device is not connected to the system.
If device is connected to the system, please disconnect same from the computer.

5. After ensuring that Java is installed and Biometric device is not connected to

“

computer, install biometric software through right-clicking on file “e-
KYC_SDK _Install.bat” and clicking on option “Run as administrator”.
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6. On next screen, system asks for closing all running browsers and unplugging the
biometric device from computer. Please close all running browsers & unplug the
fingerprint scanner from the system and then click on “OK” button to proceed

for installation.



Please close all the running browsers and make sure that fingerprint
¢ lh scanner is not plugged in to the system.

Click "OK to proceed this installation or "Cancel to cancel this
installation.

| OK | Cancel ]

7. If the Biometric Software is already installed in the local system, then following
screen will appear, otherwise proceed to the next step (step 8):

a) Click OK to remove the installed version or Cancel to cancel the installation.

Biometric SDK (BiomAPI) is already installed in this local system.

Click "0K” to remove the installated version or "‘Cancel” to cancel this
upgrade,

Show details |

Cancel | Precision Biometric (T) Pwk Lkd < Back |

8. On next screen, click on “I Agree” button to continue.



Please review the license terms before installing BiomAPL.

Press Page Down to s=e the rest of the agreement.

[
SOFTWARE LICENSE AGREEMENT

PLEASE READ THIS SOFTWARE LICENSE AGREEMENT
CAREFULLY BEFORE DOWNLOADING OR USING THE
SOFTWARE.
DV SETEATING T AGREE" ADENTNG THE DACWAME
If you accept the terms of the agreement, dick I Agree to continue. You must accept the
agreement to nstall BiomAPT,

Mulsoft Install System v3,0b1

[(1agee | [ conce

9. Check the Device driver you need to install and then click on “Next >” button.
a. “CSD200 Device Driver” to be chosen for 3M CSD200 biometric device.
b. “FM220 Device Driver” to be chosen for Startek FM200 biometric device.

Choose which features of BiomAPT you want to install.

Check the components you want to install and uncheck the components you don't want to
install. Click Next to continue.

Select components to install:

[[] €SD200 Device Driver
[C] FM220 Device Driver

Space required: 37.4MB

10. On next screen, click on “Install” button to continue the installation.



Choose Install Location
Choose the folder in which to install BiomAPL.

Setup will nstall BiomAPI in the following folder. To install in a different folder, dick Browse
and select another folder. Click Install to start the installation.

Destination Folder

C:\Program Files\Precision Biometric\BiomAPT Browse...

Space required: 38.6MB
Space avalable: 18,5GB

[ <Back instal | [ Concel

11. If you have chosen CSD200 device in step 9, then following screen will appear:-

i

Welcome to the Device Driver
Installation Wizard!

This wizard helps you install the software drivers that some
compuiers devices need in order to work.

To continue, click Next.

IClick on Next button to proceed further.

Completing the Device Driver
Installation Wizard

The drivers were successfully installed on this computer.

‘You can now connect your device to this computer. If your device
came with instructions, please read them first

Driver Name Status
W’ 3M. (CogenrtDriver) 3MC... Readyto use

[ Frien ] [ Concel |

Click on Finish button to complete.

12. If you have chosen CSD200 device in step 9, then following screen will appear:-



,.

Welcome to the Device Driver
Installation Wizard!

This wizard helps you install the software drivers that some
computers devices need in order to work

To continue, click Next

Click on Next button to proceed further.

Completing the Device Driver
Installation Wizard

The drivers were successfully installed on this computer.

You can now connect your device to this computer. If your device
came with instructions, please read them first.

Driver Name Status
~/ Startek Engineering Inc. ... Readyto use

IClick on Finish button to complete.

13. Click on Close button once the process is completed successfully.

Installation Complete
Setup was completed successfuly.

Completed

Show details

14. After completion of installation, system will give message for rebooting the
computer. Save all the data/files and press Yes to reboot the system now.



91 Do you wish to reboot the system?

No

Yes

||

15. After system gets rebooted, connect Biometric device to the computer. Then

proceed to next steps of configuring Biometric Access as mentioned in next

section.

Configuration for Biometric Access

1. Internet Explorer Settings
a. Add the server URL in Trusted Sites:-

1.

Trusted Sites = Sites = Enter text https:/ /yvesmoney.yesbank.co.in

in the text box 2 Add = Close.

Risk

‘ General | Security |PriuacyI I Content I Connections | Frograms | Advancedl

Internet Explorer = Tools > Internet Options > Security ->

N +1| % |5 Bing

W(‘ Your security settings put your computer at risk

Select a zone to view or change security settings.

P &«

Internet

o

Restricted

Local intranet  Trusted sites
sites
ot ol
ites
F 4 This zone contains websites that you

V trust not to damage your computer or
your files.

You have websites in this zone.

Security level for this zone

Custom
- Your security settings are below the recommended
level, putting your computer at an increased risk of
online attack.
- To change the settings, dick Custom level,
- To use the recommended settings, dick Default level.

[ Enable Protected Mode (requires restarting Internet Explorer)
[ Custom level... ] [ Default level ]

[ Reset all zones to default level

]

-
Trusted sites

===

You can add and remove websites from this zone. All websites in
this zone will use the zone's security settings.

Add this website to the zone:
https://yesmoney. yeshank.ca.in|

Add

Websites:

http: {f*.yesbank.in
http://10.0. 15. 150 [
http://10.0.15.136
http:/10.0.15.197

Remove

AT

[ Require server verification (https:) for all sites in this zone

Apply

Ed citar | Drrtartad Madz: NFF S w EERY v




b. Change the ActiveX settings:-
i. Internet Explorer = Tools - Internet Options = Security ->
Trusted Sites = Custom level... = (Select “Enable” for “Download
signed ActiveX Controls” and “Initialize and script ActiveX

controls not marked as Safe for scripting”)
[ internet Options - Security At Risk " e . 8 [F=TEN =R

i Ol

| General ‘ Security |Privacy I Content | Connections I Programs | Advancedl @ T z i
Security Settings - Trusted Sites Zone

Your security settings put your computer at risk

Select & zone to view or change security settings. Settings

|@ & . f ® |#| Download signed ActiveX controls -
4 - v Disable

Internet  Localintranet Trustedsites  Restricted
sites

Enable
Prompt

Trusted sites |#| Download unsigned ActiveX controls @
__S ite:
This zone contains websites that you e Disable

trust not to damage your computer or
wour files,
*fou have websites in this zone.

Enable
Prompt
|#| Initialize and script ActiveX controls not marked as safe for s
Disable
Enable
Prompt

Security level for this zone

Custom . )
- Your security settings are below the recommended y allow approved domains to use ActiveX without prompt
level, putting your computer at an increased risk of Disable
online attack. Enable
- To change the settings, dick Custom level. Sl Dun Artiua¥ rantrale snd nhnone >
-To use the recommended settings, dick Default level, LN LUl | r
|| Enable protected Mode (requires restarting Internet Explorer) *Takes effect after you restart Internet Explorer

[ Custom level. .. ][ Default level ] Reset custom settings

] Reset 0! [ medium {default) -] [ Reset. |

I Reset all zones to default level

o) Cam)

c. Change Browser history settings:-
i. Internet Explorer = Tools = Internet Options - General -
Browsing History - Settings = (Select “Every time I visit the
webpage” option 2 OK

Internet Options - - T | - ' |__|:| | = g !I

-
General |seurity | Privacy | content | connections [ programs | Advanced | | Temporary Internet Files and History Settings w

Home page Temporary Internet Files

Internet Explorer stores copies of webpages, images, and media
https://enterpriseapplications.yesbank.in/yesforyou/ = for faster viewing later.
Checdk for newer versions of stored pages:

To create home page tabs, type each address on its own line.

(@) Every time I visit the webpage
Ewvery time I start Internet Explorer

Use current Use default Use blank

Browsing histary

1 Delete temporary files, history, cookies, saved passwords, X

W) and web form information. Disk space to use (8-1024MB) 50 &
{Recommended: 50-250MB)
[ Delete browsing history on exit
Current location:

Delete... ] [ Settings ] C:\Users\rse4085003\AppDataLocalMicrosoft\WindowsTempore
Search Internet Files),
| { Change search defaults.
[ Move folder. .. ] [ View objects ] [ View files ]

Tabs

[ Change how webpages are displayed in History
[ tabs. Specify how many days Internet Explorer should save the list
of websites you have visited.

Appearance

Days to keep pages in history: 0 =

[ Colars ][ Languages ][ Fonts H Accessibility ]

@ Some settings are managed by your system administrator. [ OK ] [ Cancel ]

A citar | Drntartard Madz: O £n v EHRAY ¥



ii. Internet Explorer = Tools = Internet Options > General -
Browsing History = Delete = (Select all checkboxes) = Click on
“Delete” button.

Internet Options

General | Security I Privacy I Content | Connections I Programs | Adval

Home page

To create home page tabs each address on its own line. Keep cookies and temporary Internet files that enable your favorite
g s type websites to retain preferences and display faster.

https://enterpriseapplications.yesbank.in/yesforyou/ =«

- Temporary Internet files
Copies of webpages, images, and media that are saved for faster
Use current Use default Use blank ] Si= ok
Browsing histor oo
9 ¥ Files stored on your computer by websites to save preferences
i ’fl_ Delete temparary files, history, cookies, saved passwords, such as login information.
,J and web form information.
History
[ Delete browsing history on exit List of websites you have visited.
Delete. .. ] [ Settings ] Form data
Search Saved information that you have typed into forms.
| )  Change search defaults. Settings

Saved passwords that are automatically filled in when you sign in

Tabs to & website you've previously visited,
= Change how webpages are displayed in Settings InPrivate Filtering data
l tabs. Saved data used by InPrivate Filtering to detect where websites may
be automatically sharing details about your visit.
Appearance
[ Colors ] [ Languages ] [ Fonts ] [ Accessibility
@ Some gettings are managed by your system administrator. About deleting browsing histor Delete I [ Cancel ]

OK Cancel Apply ﬂ E‘
d sites | Protected Made: OFf #a v H8E% v




